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A NEW RISK MANAGEMENT AND INTERNAL AUDIT FRAMEWORK FOR LOCAL 
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2019 
 
ACCESS TO SERVICES 
The Office of Local Government is located at: 
Street Address: Levels 1 & 2, 5 O’Keefe Avenue, NOWRA NSW 2541 
Postal Address: Locked Bag 3015, Nowra, NSW 2541 
Phone:  02 4428 4100 
Fax:  02 4428 4199 
TTY:  02 4428 4209 
Email :  olg@olg.nsw.gov.au 
Website: www.olg.nsw.gov.au 
 
OFFICE HOURS 
Monday to Friday 
9.00am to 5.00pm 
(Special arrangements may be made if these hours are unsuitable) 
All offices are wheelchair accessible. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
ALTERNATIVE MEDIA PUBLICATIONS 
Special arrangements can be made for our publications to be provided in large print or an alternative 
media format. If you need this service, please contact Client Services on 02 4428 4100. 
 
DISCLAIMER 
While every effort has been made to ensure the accuracy of the information in this publication, the 
Office of Local Government expressly disclaims any liability to any person in respect of anything done 
or not done as a result of the contents of the publication or the data provided. 
 
© NSW Office of Local Government, Department of Planning, Industry and Environment 2019 
Produced by the NSW Office of Local Government, Department of Planning, Industry and Environment 
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A NEW RISK MANAGEMENT AND INTERNAL 
AUDIT FRAMEWORK FOR LOCAL 
GOVERNMENT IN NSW - Snapshot Guide 
 
Purpose 
 
This summary guide provides a ‘snapshot’ of 
the mandatory internal audit and risk 
management framework that is being 
proposed for NSW councils. 
 
For a full understanding of the proposed 
framework, please refer to the discussion 
paper, A new risk management and internal 
audit framework for local councils in NSW, 
which can be found at www.olg.nsw.gov.au. 

 

Introduction 
 
In 2016, the NSW Government made it a 
requirement under the Local Government Act 
1993 (‘Local Government Act’) that each 
council have an Audit, Risk and Improvement 
Committee. This requirement is likely to take 
effect from March 2021. Councils are also 
required to proactively manage any risks they 
face under the new guiding principles of the 
Act. 
 
The Government is consulting on the proposed 
regulatory framework that will support the 
operation of these committees, and the 
establishment of a risk management 
framework and internal audit function in each 
council.  
 
There will be nine core requirements that 
councils will be required to comply with when 
establishing their Audit, Risk and Improvement 
Committees, risk management framework and 
internal audit function.  
 
 
 
 

 
 
 
 
These requirements are based on international 
standards and the experience of Australian and 
NSW Government public sector agencies who 
have already implemented risk management 
and internal audit.  
 
There are also components of the proposed 
framework that are designed to reflect the 
unique needs and structure of NSW councils. 
 
The framework will apply to councils, county 
councils and joint organisations. 
 
Have Your Say 

The NSW Government would like to know 
what you think of the framework being 
proposed. 
 
Submissions may be made in writing by  
31 December 2019 to the following 
addresses. 
 
Post:  Locked Bag 3015 NOWRA NSW 2541 
Email:  olg@olg.nsw.gov.au 
 
Key questions you may wish to consider when 
providing your feedback include: 

• will the proposed framework achieve the 
outcomes sought?  

• what challenges do you see for your 
council when implementing the proposed 
framework? 

• does the proposed framework include all 
important elements of an effective internal 
audit and risk framework? 

• is there anything you don’t like about the 
proposed framework? 

• can you suggest any improvements to the 
proposed framework? 
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Proposed regulatory 
framework 
 
The NSW Government’s objective is to ensure 
that: 
 
→ each council in NSW has an independent 

Audit, Risk and Improvement Committee 
that adds value to the council 
 

→ each council in NSW has a robust risk 
management framework in place that 
accurately identifies and mitigates the risks 
facing the council and its operations 
 

→ each council in NSW has an effective 
internal audit function that provides 
independent assurance that the council is 
functioning effectively and the internal 
controls the council has put into place to 
manage risk are working, and  

 
→ councils comply with minimum standards 

for these mechanisms that are based on 
internationally accepted standards and 
good practice. 

 
The proposed statutory framework will consist 
of the following three elements: 
 
1. Current provisions in the Local 

Government Act  

Section 428A  

Section 428A (when proclaimed) will require 
each council to establish an Audit, Risk and 
Improvement Committee to continuously 
review and provide independent advice to the 
general manager and the governing body of 
council about: 
• whether the council is complying with all 

necessary legislation 
• the adequacy and effectiveness of the 

council’s risk management framework, 
fraud and corruption prevention activities, 
financial management processes, and the 
council’s financial position and 
performance 

• the council’s governance arrangements  

• the achievement of the goals set out in the 
council’s community strategic plan, 
delivery program, operational plan and 
other strategies 

• how the council delivers local services and 
how to improve the council’s performance 
of its functions more generally 

• the collection of performance 
measurement data by the council, and 

• any other matters prescribed by the Local 
Government (General) Regulation 2005 (i.e. 
internal audit).  

 
Section 428B  

Section 428B (when proclaimed) will also allow 
a council to establish a joint Audit, Risk and 
Improvement Committee with another 
council/s including through joint or regional 
organisations of councils. 
 
Guiding principles and roles and 
responsibilities 

Amendments made to the Local Government 
Act in 2016 prescribed new guiding principles 
for councils and updated the prescribed roles 
and responsibilities of the governing body 
(section 223) and general manager (section 
335). These amendments will operate to 
support the work of Audit, Risk and 
Improvement Committees and provide for the 
future establishment of a risk management 
and internal audit function in each council.  
 
These guiding principles and roles and 
responsibilities have already commenced. 
 
2. New regulations  

The operation of sections 428A and 428B will 
be supported by new regulations in the Local 
Government (General) Regulation 2005.  
 
These will prescribe the requirements that 
councils are to comply with when appointing 
their Audit, Risk and Improvement Committee 
and establishing their risk management 
framework and internal audit function.  
 
The regulations will also provide for a model 
internal audit charter and model terms of 
reference for Audit, Risk and Improvement 
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Committees which all councils must adopt and 
comply with.  

3. New Guidelines  

New guidelines will be issued setting out the 
core requirements that each council’s Audit, 
Risk and Improvement Committee, risk 
management framework and internal audit 
function must comply with. 
 
These core requirements are detailed below. 

 

Core requirement 1:  
Appoint an independent 
Audit, Risk and 
Improvement Committee 
 
• Each council is to have an independent 

Audit, Risk and Improvement Committee 
that reviews all the matters prescribed in 
section 428A of the Local Government Act 
 

• The Audit, Risk and Improvement 
Committee is to operate according to 
terms of reference, based on a model 
terms of reference, and approved by the 
governing body of the council after 
endorsement by the Committee 

 
• The Audit, Risk and Improvement 

Committee is to comprise of three to five 
independent members who are 
prequalified via the NSW Government’s 
Prequalification Scheme: Audit and Risk 
Committee Independent Chairs and 
Members  

 
• Audit, Risk and Improvement Committee 

members and the Chair are to serve a 
three to five-year term. A member’s term 
cannot exceed eight years and the Chair’s 
term cannot exceed five years 

 
• The Audit, Risk and Improvement 

Committee is to meet quarterly, with the 
ability to hold extra meetings if required. A 
council’s general manager and Chief Audit 

Executive (see below) should attend except 
where excluded by the Committee 

 
• Audit, Risk and Improvement Committee 

members are to comply with the council’s 
code of conduct and the conduct 
requirements of the NSW Government’s  
Prequalification Scheme: Audit and Risk 
Committee Independent Chairs and 
Members  

 
• Disputes between the general manager 

and/or the Chief Audit Executive are to be 
resolved by the Audit, Risk and 
Improvement Committee. Disputes with 
the Committee are to be resolved by the 
governing body of the council 

 
• The Audit, Risk and Improvement 

Committee is to provide an annual 
assurance report to the governing body of 
the council and be assessed by an external 
party at least once each council term as 
part of council’s quality assurance and 
improvement program 

 
• The general manager is to nominate a 

council employee/s to provide secretariat 
support to the Audit, Risk and 
Improvement Committee. Minutes are to 
be recorded for all committee meetings 

 

  Audit, Risk and Improvement 
Committee meeting 

MEMBERS 
(attend every meeting, 
have membership and 

voting rights) 

OBSERVERS 
(have no voting or 
membership rights) 

Member #1 
(Chair) 

Member #2 

Member #3 

Member #4 
(optional) 

Members #5 
(optional) 

1 Attends each meeting except where excluded by the Committee 
2 Open invitation to attend every meeting as an independent advisor 

3 When invited by the Committee to attend/give information 
 

General 
Manager1 

Chief Audit 
Executive1 

Council’s senior 
financial officer3 

Risk 
Management 
Coordinator3 

Council 
staff/contractors3 
External experts3 

Councillors3 

 
 

External 
auditor2  
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Core requirement 2:  
Establish a risk 
management framework 
consistent with the 
current Australian risk 
management standards 
 
• Each council is to establish a risk 

management framework that is consistent 
with current Australian standards for risk 
management  
 

• The governing body of the council is to 
ensure that council is sufficiently resourced 
to implement an appropriate and effective 
risk management framework 

 
• Each council’s risk management framework 

is to include the implementation of a risk 
management policy, risk management 
plan and risk management process (see 
below). This includes deciding the council’s 
risk criteria and how risk that falls outside 
tolerance levels will be treated 

• Each council is to fully integrate its risk 
management framework within all of 
council’s decision-making, operational and 
integrated planning and reporting 
processes 

 
• Each council is to formally assign 

responsibilities for risk management to the 
general manager, senior managers and 
other council staff and ensure 
accountability 

 
• Each council is to ensure its risk 

management framework is regularly 
monitored and reviewed 

 
• The Audit, Risk and Improvement 

Committee and the council’s internal audit 
function are to provide independent 
assurance of risk management activities 

 
• The general manager is to publish in the 

council’s annual report an attestation 
certificate indicating whether the council 
has complied with the risk management 
requirements 

 
 

Stages of a council’s risk management process 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Stage 1:  

Define the scope of 
the council’s risk 

management 
activities –  

What will our risk 
management apply 

to? 
 

Stage 2:  

Establish the 
internal and 

external context - 
What are the 
internal and 

external factors that 
influence the 

council’s risks? 

 

Stage 3:  

Decide 
performance 
indicators - 

What can we 
measure against 

to tell if it is 
working? 

 

Stage 4:  

Define the 
council’s risk 
criteria - How 

much risk to our 
goals and 

objectives will we 
tolerate? 

 

Stage 5:  

Conduct risk 
assessments - 
What are the 

risks, the level of 
each risk and 

which ones will 
focus on treating? 

Stage 6:  

Decide risk 
treatment 
options –  

What will we do 
to manage them? 

 

Stage 7:  

Develop risk 
treatment plans - 

When and how will 
we manage them 
and who will be 

responsible? 

 

Stage 8:  

Document and 
communicate - 

How we 
communicate our 
risk management 
information across 

the council. 
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Core requirement 3:  
Establish an internal audit 
function mandated by an 
Internal Audit Charter  
 
• Each council is to establish an internal 

audit function 
 

• The governing body is to ensure that the 
council’s internal audit function is 
sufficiently resourced to carry out its work 

 
• The governing body of the council is to 

assign administrative responsibility for 
internal audit to the general manager and 
include this in their employment contract 
and performance reviews 

 
• The Chief Audit Executive is to develop an 

Internal Audit Charter, based on a model 
charter, which will guide how internal audit 
is conducted by the council. The Charter is 
to be approved by the governing body of 
the council after endorsement by the 
Audit, Risk and Improvement Committee 

 

Core requirement 4:  
Appoint internal audit 
personnel and establish 
reporting lines  
 
• The general manager is to appoint a Chief 

Audit Executive to oversee the council’s 
internal audit activities in consultation with 
the Audit, Risk and Improvement 
Committee 
 

• The Chief Audit Executive is to report 
functionally to the Audit, Risk and 
Improvement Committee and 
administratively to the general manager 
and attend all committee meetings 

 
 

 

• The general manager is to ensure that, if 
required, the council has adequate internal 
audit personnel to support the Chief Audit 
Executive. Councils will be able to appoint 
in-house internal audit personnel or 
completely or partially outsource their 
internal audit function to an external 
provider 
 

 

 

 

 

 

 

 

 

 

 

Core requirement 5:  
Develop an agreed 
internal audit work 
program  
 
• The Chief Audit Executive is to develop a 

four-year strategic plan to guide the 
council’s longer term internal audits in 
consultation with the governing body, 
general manager and senior managers. 
The strategic plan is to be approved by the 
Audit, Risk and Improvement Committee 
 

• The Chief Audit Executive is to develop an 
annual risk-based internal audit work plan, 
based on the strategic plan, to guide the 
council’s internal audits each year. The 
work plan is to be developed in 
consultation with the governing body, 
general manager and senior managers and 
approved by the Audit, Risk and 
Improvement Committee 

Chief Audit Executive  

General 
Manager1 

Audit, Risk and Improvement 
Committee (individual or shared)2 

In-house 
personnel 

Personnel outsourced to an 
external provider 

1 reports administratively (day-to-day processes and resources)  
2 reports functionally (strategic direction, accountability) 
 

 



A New Risk Management and Internal Audit Framework for Local Councils in NSW – Snapshot Guide   8 
 

 
• The Chief Audit Executive is to ensure 

performance against the annual and 
strategic plans can be assessed 

 

Core requirement 6:  
How to perform and report 
internal audits  
 
• The Chief Audit Executive is to ensure that 

council’s internal audits are performed in 
accordance with the IPPF and current 
Australian risk management standards 
(where applicable), and approved by the 
Audit, Risk and Improvement Committee 
 

• The Chief Audit Executive is to develop 
policies and procedures to guide the 
operation of the internal audit function, 
including the performance of internal 
audits 

 
• The Chief Audit Executive is to report 

internal audit findings and 
recommendations to the Audit, Risk and 
Improvement Committee. Each finding is 
to have a recommended remedial action 
and a response from the relevant senior 
manager/s  

 
• All internal audit documentation is to 

remain the property of, and can be 
accessed by, the audited council, including 
where internal audit services are 
performed by an external provider. It can 
also be accessed by the Audit Risk and 
Improvement Committee, external auditor 
and governing body of the council (by 
resolution) 

 

Core requirement 7:  
Undertake ongoing 
monitoring and reporting  
 
• The Audit, Risk and Improvement 

Committee is to be advised at each 
quarterly meeting of the internal audits 

undertaken and progress made 
implementing corrective actions 
 

• The governing body of the council is to be 
advised after each quarterly meeting of 
the Audit, Risk and Improvement 
Committee of the internal audits 
undertaken and the progress made 
implementing corrective actions 

 
• The Audit, Risk and Improvement 

Committee can raise any concerns with the 
governing body of the council at any time 
through the Chair 

 

Core requirement 8:  
Establish a quality 
assurance and 
improvement program  
 
• The Chief Audit Executive is to establish a 

quality assurance and improvement 
program which includes ongoing 
monitoring and periodic self-assessments, 
an annual review and strategic external 
review at least once each council term 
 

• The general manager is to publish in the 
council’s annual report an annual 
attestation certificate indicating whether 
the council has complied with the core 
requirements for the Audit, Risk and 
Improvement Committee and the internal 
audit function 

 

  Quality assurance and improvement 
program 

Ongoing 
monitoring 

and self-
assessment 

by the Chief 
Audit 

Executive 

Annual review 
• Annual internal audit 

review to Committee - 
by the Chief Audit 

Executive 
• Annual assurance report 

to the governing body - 
by the Audit, Risk and 

Improvement Committee 
• Annual Attestation 

Certificate - by the 
general manager 

4-year 
strategic 
review  
to  the 

Committee 
and 

governing 
body by 
external 
assessor  
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Core requirement 9:  
Councils can establish 
shared internal audit 
arrangements  
 
• A council can share all or part of its 

internal audit function with another 
council/s by either establishing an 
independent shared arrangement with 
another council/s of its choosing, or 
utilising an internal audit function 
established by a joint or regional 
organisation of councils that is shared by 
member councils 
 

• The core requirements that apply to stand-
alone internal audit functions will also 
apply to shared internal audit functions, 
with specified exceptions that reflect the 
unique structure of shared arrangements 

 
• The general manager of each council in 

any shared arrangement must sign a 
‘Shared Internal Audit Arrangement’ that 
describes the agreed arrangements 

 

Implementation timeline 
 
The transitional arrangements built into the 
Local Government Act mean that the 
requirement to have an Audit, Risk and 
Improvement Committee will not come into 
force until six months after the next ordinary 
elections in September 2020 at the earliest. 
Councils will therefore have until March 2021 
to establish their committees.  
 
It is proposed that councils will then have a 
further 18 months, until December 2022, to 
establish their internal audit function and risk 
management framework (guided by the Audit, 
Risk and Improvement Committee). 
 
As these functions are bedded down and 
greater time and resources become available 
to the Audit, Risk and Improvement 
Committee and the council, the role of the 
committee is to broaden to comply with the 

remaining requirements of sections 428A of 
the Local Government Act. 
 
Full compliance with section 428A of the Local 
Government Act will be expected by 2026. 
 
Councils with established Audit, Risk and 
Improvement Committees and mature risk 
management and internal audit functions will 
be encouraged to comply sooner. 
 
→ By March 2021 

Audit, Risk and Improvement Committee 
established and appointed (core requirement 1 
or 9 for shared arrangements) 
 
→ By December 2022 

Risk management framework developed, 
including appointment of a Risk Management 
Coordinator (core requirement 2) 
 
Internal audit function established, including 
employment of a Chief Audit Executive and 
personnel (core requirements 3-4 or 9 for 
shared arrangements) 
 
→ By 2024 

Risk management framework fully 
implemented throughout council and 
operating in compliance with regulatory 
requirements (core requirement 2) 
 
Internal audit function fully implemented by 
the council and operating in compliance with 
regulatory requirements (core requirements 5-
8) 
 
→ By 2026 

Audit, Risk and Improvement Committee’s role 
expanded to include compliance, fraud control, 
financial management, governance, integrated 
planning and reporting, service reviews, 
performance measurement data and 
performance improvement in compliance with 
section 428A of the Local Government Act. 
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